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(54) SYSTEM FOR SECURING SECRET KEY BY USING USB PORT 

(57) Abstract: 

PURPOSE: A secret key securing system is provided 
to prevent a physical access to a secret key in a 
memory when a user is robbed of a secret key 
storage and coding/decoding device by generating 
coding/decoding data without an exposure of the 
secret key. CONSTITUTION: The system comprises 
a power supply terminal, a power on/off switch, a 
ROM, and a data I/O terminal. The power supply 
terminal receives electric power from a computer as 
soon as it is inserted into a USB(Universal Serial 
Bus) port of the computer. The power on/off switch 
mechanically switches on or off the electric power supplied by the power supply terminal. The ROM is 
enabled and then generates secret key data of a user if the user switches on the power on/off switch. 
The data I/O terminal transmits the secret key data to the USB port. The secret key data is a private 
key distributed for a specific user for a user certification or data security by a specific organization or 
an electronic signature key data issued by the CA(Certificate Authority). 
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4£V>4<22)2]-. ^^^#^4(22)-! 4-§-47]- 7l7}l^<?] £ a|-o.s ^^-(ON)/^(OFF)5> 

4€ ?-^/^ ^3*1 (23)2]-, °1 ^3*1 (23)2] #3" (ON) £*M 4^ & 214^43 cilolE^ <yt3#*H2 
7)f-^-S|l iHl^lE^l-oiAl °J*MS.3|(24)£k Bl^?l(4317t) 

7} *1#£H ^tt 'g^isel (25), ^^iiiel (25)S!| «1^7H4^7l)f- 4-8-*M <S4 (24)41 *\%# 

<*] cil^l&m 451 4£r = £*fl4(26)4, H H^l]4(26)2l <34 £4 $4 412.^(24)41 

4£ eWltUSB SM(3)4| t^Hr t]]o)z] <$%n#7.}(27)3,-T-ym. 



g£ t^Ji^. Sl^^^l °J^S!fe- 0 ^SS}€ ^^lEit- 4^^S>Ii^ ^ ^-f 4-§-^7} 

-aeji^^i (2i)-i °i-8.*M 4if- -f ^^eHI Ml^>€ USB iB.(3)*il ^ y ^£l wl°a?l fi°i^i (2 
0)-§ nalis. 4-§-^7} ^€^^^(22)1- °J^s]^ €€# ^€ ^^/^ (23)1- £(0N) 

4?1 ^1 ^1-^21 °jAHa3l(24), (25), ^2/4^1 »S*Sa| (26)41 ^^"1^. ^€^1 § 

^11 (25)^ £7lsi-sKn. as]- ^^^1 ^^eI «j^^W(27)t #-«H ^oi E ^ 7 } ^Ai^oe] (2 

4)41 ^3745. =S.AflAl(26)b ^-?"l]S5l (25)°11 (^i?l)# 4-§-«H ^^Hlsel ( 

24)41 q*] ^ 4ssU a. ^41- °J^Hj2.el(24)i ^l^-^. ojA|n||sel(24)«II 4£ ^0*lElb 

0 Jt^^>(27)€ ^ff^3 USB SH(3)°ll 



ol 21- £o| ^ ^©BAife- ^ojTfl ^l>ol Jfo^ C|lo|Ei# 43:^ 3^*) 7l^Sl ^nj-s us 

B al^fl ^^-^1 f-*ll "PJ?1 (^3:?1)# ^iff-EMl 0 J^5l-^ ^el, ^Jt ^olEl# ni^?i ii«a^£ <a 
elM (^?l)t- 21421 ^sis *fc£^ ^ ^4. ^lb ul^'S^ Ji^*^ 

& ^l^&isi 4a]o| Hi^?i(4i?i)f. jis: 51711 ££f. -l>^^, ^21^ Haa'So] ^^lfi|<Ha 

£■ 4^% v °ll 31^ 71^2] ^-g- a>^^v xJ-Ais] ul^?l (^±?1) ^^1-t Mt A l ? J 2.3. 

20)1- 4-§-% v *W-21 tflo|El^ ul^^A $^%yd\ jicj- =8iijt<a ^l^-'t ^= 



SESr. & ^21 ^1 3 A Hl-f- S. 54] i^S^i}. o|ofl ^ a^oj USB hj-aio] U |^ ? j ^o>^| (30)^, 

^^.ojij-l. T$ 2.3.*], a ^ # ^"S^ 4#4 ^4- 



£ 34 3^(2)4] M14€ USB £^(3)4] £- t^S] USB^-H 21 £444 (30)# ^143 

tf°J£4. 4^*1 ^ 0 J£)&^^^1 4 D 4?1 £444(30)2] =W&. USB J1444 4<S4^-341 %#€\3. 

^^E)^ £^2l 3£4fe #43^44(31)4, 344^44(31)1- ^13 4£3b 34^ 4-8-44 

7|444 £ 444zr 34 £-g744 £44 (32)4, 4 3€ -£3744 £44 (32)-f 44 £#(ON) 

#*lf- ^7] 4431 hJ4?1(45:4 4£?1) S 444 *l£ 3.5L4 3434 £trr ^ 415.31(36)4, 4 
4421 4£# £4N4:a. a £?1N4 314^4 mas] (36)4) 43 444 At-§-4 4£ dlojeis]. <y*i*H~4 
5] =£441 44£ £4442] 4S 4£f - 4£/4£ 33 £44(34)41 #44^4^ 4^4(33)4, 

4£434 (33)£*3 4b3iL<y43:£-t h>o). oj^jolM. a^ 7> ^ afl, 3444 cfl^ cjjolE^ 4 ^ ^S}- 
f-3347) 44 4£/4£ 33 £44(34)4. 4£/4£ *S*lj3 (37)413 ^4 3143(43- c^oIeJ. 343*3, 
4£ t||44) 21- <H|43 $#344(38)4 £31 <gem °J N 3143(444143 ^£ 4£<H|4e1)4 44 

Sib ^3412.31(35)4, 4£/4£ 33 £44(34)21 333£4) 44 <^34]2.4 (35)41 ^Eif. 
413. 3 (36)21 ul^lir 4444 4£ £E^ 4&4b 4£/4£ = £*H (37)5}-, 4-?-/431 H£*H (37)71- ^4 
34t $4412.31 (35)1- -§-*ll USB 3LH(3)41 t34l!. 214^43 4£44 41431- °J 3 4b 4143 °]t^4 
(38)3. 4334. £4 444 nMH44, USB ££(3)£43 ^Slb 3€4 444 41€- 3)444 44 344£ 
44(31)4 34 £4£ 44 £44 (32) aH°11, £*§ #d|Bl(«flf"i3, £43^1 £b 34^3 £41 443b ^ 
£ 34)4 44444. 4^3 (Adaptor) 4] 4134 4€4 ^^SlS-^- 34 ^ (Jack) 4^44 3 444^3415= 
S434 4--4 44. 



ols]- £4 ^ofi 4^ £44 4*1 £-4 344 £(0N)3?1 34341 Ml^-^ USB (3)* 1 ! ^^2j 

%H (30)# 42f, ^€^*^(3i)t *88 °J^£l^ #31 1 4-B-47} ^J^ -^^m i^*l(32)l- £ 

(ON) ^1 Ml-^21 ° r J A ]'flEei(35) 1 ^^5121(36). ^1 ^91^] (33), BS.^&7)^ 

^^^4. x d^2j ^^-4 ^] ^^^l^el (36) b 3:7)^31 xl^o]^7l (33)^ i?H^ nfl 7}^ cfl 7> ^4. 

44 £?}^-$c ^t^ 0 J^7l(33)<Hl #b^¥°-^ ^^?.!^7lbi7ll^*H H^?ll^^ ^€-^114 i^e|(36)°1j ^ 
el 4-^4 4* «U«:4. a l »U ^4. 4^-^a4 °J4*I-<S, 4€-<il^^] (33)^ 33 ±% 

(34)1- °J^ol-i- -U^IS 4§- : 8Jl4 ^^14^1 ^i°ll 0 lt 4N£ 4€-4. °)«fl, 0 J°il 0 l-g- ^en?! 
33 i^4(34)<H|4 4-8-44 $3.$ £fe 4s4f- 3^14^, ^<>1eJ «y#344(38)# ^-4^ cfl^ cilol 
eU%^44 dl44 Eb^iSFS 6fl°)El)# ?1^^4 °r) A t «ll£el (35)*il =*l^4. n^^i, ^i/^i 
4 (37) fe- n °J-^ i^^ls) 33^1) 44 ^iiie} (36)43 ^14€ h1 d J?1 (°J-^?L 4£?1)# 4-§-4^ °J 

AHEB] (35)41 01^ cllolE-11- «&3r^. 4^44^, 3 ^4"t °J A l "II H 3 (35)41 °] °J 

AHlfiel (35)41 'S-i d|^l>H 45: d)olE^ ^4^1 °J^^44(38)f- S-4°l ^^e)^ USB £B(3)4] 

^^4 ^1 ^tb Cliojol^ AI-e)^}. ^4 



ol4 ^°1 ^ ^-^413& 4i/4x# 33471 44) *l£- 0 J^7l# 4-§-44 t> £ c| f-el^ <il^^4f- ^^S^, 
4&4SJ 4«ll & H)^?l (30)21 ?1 112)51 £H f-Sl f-e]a| ^^^1 f-7>^ ^-E||7> SISI-I: 

^■9-. 4°J°] ^ "1471 iL°J^4t f-34^ ^4 «)1^41 4-8-^ 4^4 ^4 ^4-^- ^S-St *r 1ft>B 

44. ^, ^ ^4^1# °l-§-44 4-8-44 431 ^S|b 9! s^s^-eIs. 4-S-44 Hl^-y * 
4 cfl^lE-lt- 4#4>11 ait ^ S^?)l 44. °H1 4^14, ^=11 4-8-^ Sl^ i4s ?}5., 4^-113 4H. USB 4-471 
44 44 ^£ ^-3)^ -1-4^ 4e)!413 ^hh?1H^ 0 J 4^^^ y <M f- # 4-8-4?l «fl^-41 °J 

71^4 4^£ 4^14 ^44 4^^S £44 4-8- 4¥% v 444, alUtfi: 0 J^4^4 4°J4M1 
ii#£l4 S^7l iflg4| i-s)^ ^5- ^-^]2l 4?i^^- i44?l 4^* ^1^4 S14. 



4^-4 4£ ^ ^e)121 USB £H ^44441421- ^4 h1^£ 44«H4 4b ^af- 43 ^ 



!*Ht- A r-§-*f2) 71^1^91 4-§-*l*fe f-e)^ AESflM^Si USB 3LH Hl D 4?l 



4-g- *i St£^ #°SL4N, EKisl h|«j ? i s-g-l- ^ £47 r ai^. 

oie^§ ^-l- ^^Ml^i A^t>^ 3 °}^4 41^-1- s^s^ ^7>a^s] 

^iisHt ^^jl m-k my\ W. 

(57} 

1. 

£(on)€ SffEM USB(Universal Serial Bus) £S°H ?1 (Key) ^ eflS S|3 , 

^7) 3^5.^3 ^^-Elb £€#4^; 

tej-g- ^IHsM 3*1] 4-§-^2] 7l?jl^«l s^l 4^ §3- SEb *rWr^ #€ 

3! *>^£: 

^7} a^ofl tfUSH ^T 1 ^aelS.^ t^Elfe- H]^?l ^o]E-l# an oil £3*li^& *!MiH °Jt3 4^ 
USB as U <M Si u]H?l JioJ:^]. 
2. 

■4 1 A J-7l SJ 

C J i^^l# 4-§-^b ^ o.S 8|-b USB £S ^4)5] Hl^y] Ji«L^^l. 

^ 3. 

4 1 8t°H. ^71 v>l]5LS]^r ROM EPROM^ ^r-g-el-fe ^-g- €}fe USB 3£B >i 

<?l-^l. 

4. 

?1€ 0 1 £(on)€ ^ffeH USB (Universal Serial Bus) 3LS.<$ ?1 (Key) ^°JSjSl t 

^^5171 <&$. % ^S. #^*r#; 



#7l fH|£|»1, § H^r 4SS}7l tflolEl7> <y^E]JL Sl£ € ^1 <>1 

#7| t ^^oiH «a°M& A o^)7l- *U #7) ^t^^T^-l- -^^fl $33 ^|o|6i 

#?1 q% ^ & %%s. s. #Eil7> su ui D a?l ^-a:?l)7> n 13 



#71 ?!€ £^ 3! ^KH^HH ?H°)t #3)71- si jt aj-7] g 4£ tfej^S] 4^ 

7j ^12.^*1 cjjoiaM iaejsi u}^?]# ^i-§-gH HL^ ^xS^H #7) °J*1 i^ajal- #7] 

ci!°l&l 0 j%^^-^# #*fl ^7S?l a]a^ 7R>£1 «J-3i gj 43. =S.AflA|S. ^SW. 

£ Sl^-SS| Hl^?] ^&°1 °J-£^4 1 t= &b ^J°£ USB S.E. n]^?l 

UtttfAl. 



3 -7-^ 5. 

*ll 4 *<M1 #7l ^ £^ 9j ^ 

i*l& SLfe- 3 ifl*l# #-g-S}£r 43 2.3. *>b USB 3£H «<W1 al^?l iL°J-#*l. 

*tl 4 #71 <^ iflfialb ROM £b EPROM-I- *l-8-S}& 5!# 43^S USB SB ^Sl BlU?) £L 

<S#*1. 

*U 4 %M1 ^»H, #71 °Ja1 ullS-Bl-b RAM# #-§-*}-b ^HS °.£ USB £S 4^?) &°J-#*1. 

37$ 8. 

*I| 4 #°i| 21<>H. #71 °J-£ 9! 4£ ^3 iH€ £tt 3 i^l^lt A l-§-s>^ 5J# *Kr USB SB 

H oH2) ul>g?l sf^HM. 

^(on)€ ^ffEH ifl#€ USB(UniversaI Serial Bus) ?1 (Key) #^£1^1, 

#3- ^ ^^^^^l!^ oioflol-l- #Ell7l- S} JL, AH-z>51 ^l^i- isWH a ^?H^^ ^l^^i 

4 iflssi«fl 4=1 ^1#^ ^l-S-^ii7> k)1 <EJ-a: 9! 45: tfej^^ Wtt^s. tt: 

#71 ^1&?1#^^£1 ^A1a]^_S- ^ Ay$-*}7}<$7] Q%.qs.q-t\ *J^S|fe cflo]Ell- o}^ £^ ^£ -53^^71 

#7l H1 #°J^ ^#e)s^-e1 ^J^^t ^«^*<='S; 



#71 ^ S^'JHH QQiLS. °J°W4 #3]7} SU ?h£S|-& JEfe #££]-^ ^o|EH H3*S*H 

^ *|3j£ £tt 4£ ciloi^7> °ia] *H v 3b 2*1 "IIS. el; 

#71 ^ Si *1-\H^H 3« £3 *HH4 #E)l7f SU Ul^?l (^71 5E£ 4£?1)# ^4 *|£.Jg 

$.7} «lel *1#sH St 1 isel; 



#71 £^ 51 *KH^HW 3# 5.3 °J°]1°14 #Ej|7} sU #71 gi 45: 434^3 *J4°l) ^ # 
7l <9a| nJiiiEi^ s||oi6|f- #7j iaels] h1 d 4?1# *}-g-sH ^sj- £^ 4££l- «H #71 H]2.el^ #7l 

°Jf-^4--^-|- f-*ll #7] £H°ll &BW?l£- ^7B?l 4^ 7RV21 tfS: £ 4& = 3*H£ t^eH. 

*HJ-*}£) ^-^M Etf°3. °JSI1 e}<y°l £-§-5}-^ #4'& *r 3i£ 43 5.3. sfb USB £S #43 ul^?l 



^-?# 10. 

*li 9 %H1 51*1*1. #71 *J4! £^ D *i 

^3 »1^ 3 ^3*1# *>-8-ste 3!# 43-°-3 *Mr USB 3£S #43 B]^?l 

^-?# 11. 

^1 9 #°1] $H*1, #7) iflaslb ROM £b EPR0M# *>-§-S>^ 435-3- USB £H #43 s. 
*^|. 

12. 

*S 9 #°11 SH*), #7] °J4 «l!S.e]b RAM^ *>-8-S>b 3# 3-3 £3. «>fe USB SE #43 iL<it#*l. 
^# 13. 

J*l 9 #<>il #7} #£ Si 4& ^J^t^, 3 «1€ £fe 3 i3*l# ^-g-^ 4-# 5-3 Sfrb USB £S 

#4^1 uHy?] 5L<lV#*l. 



e»*nra [ 1 sis*! 




r 
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